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Abstract

Purpose: This study aims to understand the awareness, and practices of nursing students regarding patient medical information
protection (PMIP). Methods: This study is a descriptive correlational research to determine the relationship between awareness
and practice of PMIP. Data collection took place from August 1 to 15, 2022, with 119 nursing students from a nursing college in
Daegu, South Korea. Differences in awareness and practice of PMIP according to general characteristics were analyzed using
independent t-tests and one-way ANOVA. The correlation between awareness and practices was analyzed using Pearson
correlation. Results: The awareness for PMIP of nursing students (4.3510.43) was significantly higher than the performance score
(4.2010.57). By domain, the Awareness in the management domain was the highest, linked with the performance in the referral
of tasks domain. However, the perception and performance scores were lower in the communication domain. PMIP awareness
showed significant differences based on education type, direct lectures, and religion. Performance were higher when the
education venue was the university. There was a strong correlation between nursing students’” awareness and practice of PMIP.
Conclusion: To enhance nursing students’ awareness and practices in patient personal information protection, the development
of educational programs reflecting the higher effectiveness of school-based education compared to hospital-based education is
necessary.
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Table 1. Characteristics of participants (N=119)

Characteristics Categories N (%) or M=£=SD
Age (year) 22.95+1.75
Sex Female 101 (84.9)
Male 18 (15.1)
Grade 3rd 76 (63.9)
4th 43 (36.1)
Religion Buddhist 9(7.6)
Protestant 20 (16.8)
Catholic 7 (5.9)
Atheists 83 (69.7)
Need of education about PMIP* Yes 118 (99.2)
No 1(0.8)
Education about PMIP Yes 108 (90.0)
No 11(9.2)
Educational characteristics (N=108)
Place University and hospital 79 (73.1)
University only 27 (25.0)
Hospital only 2(1.7)
Educational method* Lectures 97 (89.8)
Printed materials 56 (51.8)
Regular program 15 (13.9)
Frequency of education (numbers) 1-3 37 (35.2)
>4 68 (64.8)
Time per session at university (minute) 0-10 43 (39.8)
11-30 39 (36.1)
30-60 19 (17.6)
>60 7(6.5)

Values are presented as mean+SD for continuous variables and number (%) for categorical variables PMIP=Patient medical
information protection "Duplicated answer

2. CHAKR}O| EIX} O| B ME S OlAI} AlK M

ZredshAye] &t o] 2 HE S QA et 54 Tl 4.53(10.43)8 0110, A E Hat2 4.20(10.57)8 02 Q140 AXof| H]s]
=tk Sl 2 QA = g A, SR R 4.56(10.43)74, QAU T 4.49(£0.52)3, A4S 4.06(+0.60)7 <=0l it A
A Pt FAP R YA 4.39(0.52)3, AAYT 4.43(+0.68)3, QJA2E 3.89(10.86)4 <=l 3iTk.

TYEE QAT B Hpol A47E 7P w2 32 208 B St AejHo]E ol $xleh gt tiahE 54 ootk sih 4.72
(0500103, FHAZ 22 Y 149 Q)5 BAIA- o) 28 o REEA] eloflA 27gshE D2 Password S AFE-SE] 21915
tF7+4.67(+0.55)4 oI3leh. A= 47t 7P W wabe S/ Ot el wgat vl R E Al ] ohe ) 2ot v gle o
B 5o] A ZalA| Sk 0|10, Bt 4= 3.70(10.94)4 ol Atk

7mﬂ1 MY AHET} 7MY w2 B2 149 £

H 23 4.58(10.65)4 oI, FHIAE 22 272 23% HaPdoz Shato] x| g} yrlo]
= ARl 2 E e 2] gfotof gttt 4.57(10.63) A oIt A= 7Y W2 Bk S 23R Bt Bl w s vRiE RS
Zﬂ#"a‘ o oh2 gk B} v gl 98 Fol E41 ZohA| st ollom, et e 3.67(1.08)4 0| ATHTable 2).

Nursing and Healthcare Science Vol.22, 2023



Nursing students’ awareness and performance of patient medical information protection « 95

Table 2. Difference between awareness and performance of patient medical information protection (N=119)

Awareness Performance

lifzmas M=£SD M=£SD

1. When nursing students explain hospital admission procedures, they do it so that they  4.05 = 0.84 3.82 £ 0.98
are not heard by other patients, guardians, or unrelated staffs members.

2. When nursing students participate in ward rounds, they do it so that conversations  3.93 &= 0.84 374 £1.04
about patients are not heard by other patients, guardians, or unrelated staffs members.

3. When nursing students inform patients of test results, they do it so that they are not  3.97 £ 0.86 3.78 £ 1.05
heard by other patients, guardians, or unrelated staffs members.

4. When nursing students have a specific conversation with patients, they do so behind  4.24 & 0.74 3.99 £ 0.98
closed doors.

5. When nursing students explain discharge procedures, they do it so they are not heard  3.70 = 0.94 3.67 £ 1.08
by other patients, guardians, or unrelated staffs members.

6. When nursing students call the name of a patient for sensitive inspection (such as  4.26 + 0.73 4.07 £ 0.93
venereal disease, cancer or gene, etc.), they do it so that they are not heard by other

patients, guardians, or unrelated staffs members.

7. When nursing students communicate patient information to other posts or ward  4.10 = 0.75 3.91 £+ 1.06
over the telephone, they do it so that they are not heard by other patients, guardians, or

unrelated staffs members.

8. When nursing students talk with colleagues or doctors about medical examination and ~ 4.25 & 0.66 411 = 0.97
treatment, they do it so that they are not heard by other patients, guardians, or unrelated

staffs members

9. When nursing students take care of patient information d over the telephone, they doit ~ 4.02 &= 0.77 3.94 £ 1.06
so that they are not heard by other patients, guardians, or unrelated staffs members

Communication 4.06 £ 0.60 3.89 £0.86
10. Medical records in the units are not available to persons other than medical staffs  4.61 £ 0.59 4.54 £ 0.72
members (such as visitors, insurers or dealers in medical appliances, etc.).

11. Patient notice board in the units containing patient records should not be accessible  4.20 &= 0.87 4.21 £0.92
to persons other than patients and medical staffs members (such as visitors, insurers or

dealers in medical appliances, etc.).

12. Personal computers in the units are not used by persons other than medical staffs  4.66 £ 0.54 4.52 +0.75
members (such as visitors, insurers or dealers in medical appliances, etc.).

Referral 4.49 + 0.52 4.43 + 0.68
13. Expired records are not brought out of the units. 4.62 + 0.55 442 +0.85
14. When nursing students access the medical information system, they use a valid ID and ~ 4.67 & 0.55 4.58 £ 0.65
PW.

15. Nursing students log out when they finish using the medical information system 4.40 £0.77 4.00 = 1.14
16. Nursing students own IDs and PWs are not known to anyone else. 4.63 + 0.56 4.33 +0.91
17. Medical records are not used for research/education without patient’s permissions. 4.49 £+ 0.81 4.35 £ 0.95

18. Nursing students received education from nurse staff regarding patient privacy records  4.32 £ 0.78 4.52 + 0.67
protection.
19. Hospitals including any organization other than the medical center the patient is  4.46 % 0.60 4.25 £ 0.99
treated in, obtain written permission when accessing private records.
20. Nursing students do not talk about patients in hallways or elevators of the hospital. 4.72 +0.50 4.45 + 0.66
21. Nursing students do not talk about patient-related information with colleagues in ~ 4.66 £ 0.57 4.54 £ 0.63
presence of other patients or visitors.
22. Nursing students do not talk about patients in their private life. 4.52 + 0.64 4.22 +0.84
23. Nursing students do not give any patient privacy information to non-related persons  4.62 £ 0.58 4.57 £ 0.63
over the telephone.
Management 4.56 + 0.43 4.39 + 0.52
Total 4.53 +0.43 4.20 + 0.57

ID= Identification, PW= Password
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Table 3. Differences of awareness about patient medical information protection in relation to participants
characteristics (N=119)

Awareness
Characteristics Communication Referral Management Total
M=SD E/F M+sp P masp F opagp W
p) ® (P (P
Age (year) <23 4.04 £0.63 -0427 4.51%£0.54 0.764 4.58%+0.41 0979 4.36%=0.44 0.363
>23 410 £ 048 (671) 4.42£045 (446) 4.48+0.49 (330) 4.33+0.39 (.717)
Grade Junior 4.01 =0.58 -1.047 4.53+0.51 1036 4.55£0.41 -0.197 4.34£0.40 -0.497
Senior 413 +£0.64 (297) 4424056 (382) 4.57+0.47 (844) 4.38+0.48 (.620)
Sex Female 4.03 =0.62 -1.082 4.50%+0.53 0.583 457041 1.056 4.35+0.43 0.014
Male 420 £ 043 (281) 4424048 (561) 446051 (293) 435040 (.989)
Religion Buddhist 3.81 =0.51 2.795 4.444033 1371 4.68+0.30 2379 4.31£0.31 2.855
Protestant 3.79 £0.50 (043) 4.35+0.59 (255) 4.38+0.46 (073) 4.14+0.32 (.040)
Catholic  4.34 = 0.63 4.81+0.37 4.83+0.14 4.6410.30
Atheists 4.12 = 0.61 4.50%+0.53 4.56+0.44 4.381+0.45
Education about PMIP Yes 408 £0.60 1353 451054 1250 4.58+0.42 2281 4.38+043 2.043
No 3.82+£055 (179 4.30+0.37 (214) 4.28+041 (024) 4.10+0.34 (.043)
Educational characteristics (N=108)
Place Both 414 £ 0.60 2300 4.55£0.50 2.047 460043 1682 441043 2.694
University 3.98 & 0.55 (105) 4444061 (134) 4.58+0.40 (191) 4.33+0.39 (.072)
Hospital 3.35 = 0.94 3.8310.23 4.05+0.06 3.7440.36
Lectures Yes 412 =0.61 2.098 4.52+0.54 0563 4.63=0.40 3.336 4.42+042 2.813
No 372+ 043 (038) 4424054 (574) 419£048 (<.001) 4.04£0.35 (.006)
Printed Materials Yes 4.06 = 0.65 -0.424 4.53+0.55 0525 4.58+045 -0.167 4372046 -0.225
No 411 £0.55 (673) 4.48+0.53 (.601) 4.5940.40 (.868) 4.391+0.40 (.823)
Regular program Yes 427 £0.59 1291 4.69£0.38 1782 4.65%£0.34 0.643 4.51£0.34 1.230
No 405+ 0.60 (.200) 4.48+0.55 (087) 4574044 (.521) 4.36£044 (221
Frequency of education 1-3 407 £0.64 -0.123 4452059 -0.861 4.56+0.43 -0.446 4.35£045 -0.416
(numbers) =>4 409 £0.59 (902) 4544050 (391) 4.60+0.42 (656) 4.39£042 (678)
Time per session (minute) <30 410 =0.58 0.423 4.50%=0.52 -0.278 4.58+0.43 -0.079 4.38+0.43 0.143
> 30 404 £0.67 (673) 4531058 (782) 4.59+0.40 (937) 4371043 (.887)
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Table 4. Differences of performance about patient medical information protection in relation to participants
characteristics (N=119)

Performance
Characteristics Communication Referral Management Total
M=SD E/F M=SD VE M=SD UE M=+SD UE
p) %), %), §2),
Age (year) <23 3.89 =0.87 0.007 4.51%=054 0764 458041 0979 436044 0.363
>23 3.89 £ 0.83 (994) 442+ 045 (446) 448 +0.49 (330) 433+0.39 (717)
Grade Junior  3.82£0.88 -1.267 453051 1036 455x£041 -0197 434040 -0.497
Senior  4.03 +0.82 (208) 4.42+0.56 (.382) 4.57+047 (844) 438+ 048 (.620)
Sex Female 3.88 0.83 -0.543 4.50 +=0.53 0583 457041 1056 435+043 0.014
Male 400+ 1.01 (588) 442+ 048 (561) 4.46=+0.51 (.293) 4.35+040 (.989)
Religion Buddhist 4.08 =0.73 0.477 459 =043 0241 4.69*+0.32 1451 4.44+042 0.909
Protestant 4.02 = 0.58 (.699) 4.43 + 0.54 (868) 4.44+ 042 (232) 427 £040 (439)
Catholic  3.66 = 1.18 4.52 + 0.50 4.22 +0.56 4.04 +0.71
Atheists  3.86 + 0.90 440 £ 0.75 4.35 + 0.55 417 + 0.60
Education about PMIP Yes ~ 408+060 -0003 444+071 1461 440052 1150 421+058 0628

No 3.82 + 055 (998) 4.27 +0.32 (158) 4.21+059 (252) 4.09 +0.41 (.531)
Educational characteristics (N=108)

Place Both 386 £0.88 2376 448+ 0.65 8.682 438+051 2147 419+0.57 3.806
University 4.07 = 0.80 (098) 4.49 +0.58 (<.001) 4.52+0.51 (122) 4.34+0.53 (.025)

Hospital ~ 3.89 =+ 0.89 444 +0.71 ab>c 440+£0.52 421 £0.58 b>c

Lectures Yes 412 +061 0.708 4.45+073 0414 444+051 1980 4.23+059 1319
No 372+ 043 (480) 436+ 045 (680) 4.11+0.50 (.050) 3.99 +049 (.190)
Printed Materials Yes 406 +0.65 -1.711 439 +0.67 -0.770 435+0.50 -1.021 4.13+0.56 -1569
No 4114055 (090) 4.50 £0.75 (443) 4.46+0.53 (310) 4.30 =0.60 (.120)
Regular program Yes 427 £059 -0.839 4.62+041 1021 433+043 -0.583 4.13+£0.52 -0.576
No 405+ 0.60 (403) 4.41+0.74 (3100 4.41+053 (561) 4.22+0.59 (.566)

Frequency of education 1-3 407 £0.64 0.634 434+094 -1162 443+059 0.354 423+071 0.343
(numbers) >4 4.09+0.59 (527) 4.50 054 (248) 4.39+047 (724) 419+0.50 (732
Time per session <30 410+058 0931 440+0.75 -1.065 4394052 -0450 4.21+0.58 0.182
(minute) >30 4.04+067 (354 457+057 (289) 4.44+052 (654) 4.19+061 (.856)

4. i axte] Exte| 2 E QlAat M Yo Azt

tdAte] bl S 4 B E Sof 5t Q1A ot A T 7o) AJFIAIS 245 ATHe Table 59t 2tk 34t o] 84 B B Sof| oigh ZA] A
o QA o) A= 1=4328 F5 = o] o] AFHHAIE EITHp<.001). $2t QB H B T Q1A ot A & o] 519 <] ke A}
THAIE A R o)A (=286, p=.002), AU Fr=420, p<.001), TAPFEH2] (=450, p<.001) 2= F-2J 5 o] FHAAIE B} 2
Zpolg7d e A wol QA E o] slejg kel AHAIS AT EH oA (=389 p <.001), AAIUF (=237, p =001), EAIE2
(r=.380, p <.001) = -2k <] FHAE HeEtHtHTable 5).

Table 5. Correlation between awareness and performance of patient medical information protection (N=119)

Correlation (r) —r Awareness
Communication Referral Management Total
Performance Com munication .384(<.001) 072 (.439) 135 (.143) .286(.002)
Referral .280(.002) 412 (<.001) 421(<.001) 420 (<.001)
Management .269(.003) .296(.001) .531(<.001) 450 (<.001)
Total .389 (<.001) .237(.001) .380(<.001) 432 (<.001)
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